The Perils of Business Continuity in Local
Government

Mike Long, Borough Contingencies Manager
Richmond upon Thames
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A brief history of modern BCM in local
government

A Pre 2000; the problem solving era.
AY2K (BCM in all but name!)

A CCA 2004 (Finding our feet)

A BS25999 (Can we afford to comply?)
A Technological support systems

A Swine Flu, Snow and All Systems Go!
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Business Continuity In the Civil
Contingencies Act 2004

Understanding your

business
BCM Strategies

Understanding your business:
business impact and risk
assessment tools are used to
identify the critical deliverables
and enablers in your business,
evaluating recovery priorities and
assessing the risks which could

lead to business interruption
and/or damage to your
organisation’s reputation

BCM strategles:
determining the selection
of alternative strategies
available to mitigate loss,
assessing the relative
merits of these against the
business environment and
their likely effectiveness in

maintaining the
organisation’s critical
functions

3. Developing the e
response ongoing lan testig, ,:;?:f:{'n:;::t

4. Establishing the e (3 P
continuity culture

5. Exercising and plan

improving the risk profile
through improvements to
operational procedures and
practices, implementing
alternative business strategies,

Establishing the
continuity culture:

maintenance

introduction of the BCM
process by education
and awareness of all

using risk financing measures
(including insurance) and building
BCPs

stakeholders, including
employees, customers,
suppliers and shareholders

Business Continuity institute, 2002
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Whods I nvol ved 1 n L«

A Emergency Planning
A ICT and DR (Disaster Recovery)
A Audit and Risk Management

A Insurance

A Legal and Procurement
A Communications Teams
A Contractors

A Everyone!.
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Managing the plans in Richmond Council

Corporate Business Continuity Plan

/_/\R

Directorate Directorate Directorate
Departmental Departmental Departmental Departmental Departmental Departmental
BCP BCP BCP BCP BCP BCP
ISDP ISDP ISDP ISDP ISDP ISDP
ISDP ISDP ISDP ISDP ISDP ISDP
ISDP ISDP ISDP ISDP ISDP ISDP
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Using technology to support Business
Continuity Management

Million dollar question; (Does an organisation need a BCM
system?)

AScope of BCM systems

AEngaging with all employees within the organisation

AStaff adjusting to a new IT system in their day to day work
AWillingness of employees providing personal information
AGetting all computers to comply fully with the specifications
of the specific system

AKeeping these systems up to date

AThe benefits of a BCM system
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Is It Really Worth [t?

A BCP is time consuming and expensive but a key part of
risk management for organisational disruptions and
serving the community well.

A The size of an organisation matters but all should do
the basics.

A Remind people that their previous efforts have paid off,
when disruptions are managed using existing BCM.



